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PCI DSS is a worldwide information security standard aimed at protecting customer card holder
data. Compliance with PCI DSS is mandatory for any organisation that stores, processes or
fransmits card holder data.

The scope of PCI DSS compliance is significant, both in terms of effort and costs. Enterprises are
seeking ways to conftrol costs, simplify, and speed up PCI DSS compliance. One proven, effective
approach to fast-frack compliance is a PCI fraining programme for all staff involved with PCI
compliance.

Mustard Security Training

Mustard has a long-established track record of providing high quality security training to global
banks and financial institutions. PCI DSS Training, which is now a core part of this programme, was
infroduced to assist clients in lightening the load of PCI compliance and to facilitate cost-
effective compliance programmes.

How PCI Training Can Fast-Track Compliance

Without formal PCI Training, many organisations go through a steep “learning experience” for all
staff involved in compliance. This can result in a slow and disjointed compliaonce programme with
effort sometimes being applied in the wrong places and to the wrong levels, whilst critical parts
of the infrastructure are left untouched.

PCI DSS Training ensures that all staff fully understand the detail of compliance - what is important
and what is not - and what is “behind” the twelve major requirements of DSS. This allows the
proper analysis and prioritisation of the compliance programme in an organisation.
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PCI DSS Integration With Standard ISMS

Many organisations have an existing Information Security Management System (ISMS) or security
compliance programme such as ISO 27001. It is important to understand how PCl compliance
can fit in with an existing programme and how it can strengthen the programme rather than
complicate it.

PCI DSS Training identifies the overlaps with common ISMS such as ISO 27001 and shows how PCI
can be fully integrated with a risk-based security assessment and audit programme.

Courses Available

Mustard have developed a modular PCI DSS fraining course to address the needs of a wide
variety of organisations. Your organisation can build a custom training course by selecting from
the modules available or have a balanced one-day course which covers the breadth and
depth of PCI DSS.

Courses can be run on-site in your location or in a location convenient to you and your
organisation.

Who Should Attend?

The course is suitable for both technical and non-technical staff from:

e T Security, IT Staff and Systems Architects « Audit & Compliance

» Application and Web Developers e Finance and HR

» Network Architecture and Operations » Senior Management

» PCI DSS Programme Managers & e Business Analysts
Stakeholders

Standard One-Day Course Coverage
 History, scope & importance of PCI DSS * Approved Scanning Vendors (ASVs) —
what they do and how to select them

* Qualified Security Assessors (QSAs) — What
they do, how and when to select them

« Who's affected - Service Providers, Merchants
o Consequences of non-compliance

o« Common myths about PCI
) ) ) ) * Remediation tools and techniques
e Quick compliance tips and techniques
. ) * Tools to speed compliance
 Top reasons for failing compliance o
* Web application vulnerabilities

¢ PCI .vs. ISMS such as ISO 27001

» Security Policies

» Study of the “Digital Dozen” requirements
» Self Assessment Questionnaires (SAQs)

» Handling a breach — do’s and don'’ts

Availability and Booking

The standard one-day PCI DSS Training course is run every two weeks and can be booked
by calling Manisha on 0207 357 7300 or emailing: manisha.marsh@mustardresearch.com

Alternatively, please ask for one of our consultants to call you to discuss a bespoke training
course to match your requirements.
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